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m How Do We Get to Dependable Software

National Research Council

Software for Dependable Systems

“As higher levels of assurance are
demanded...testing cannot deliver

IR, SNl the level of confidence required at
e a reasonable cost.”
A Direct Path
to Dependable “The cost of preventing all failures
Software , will usually be prohibitively
\% expensive, so a dependable system
N ’é‘\\ﬁ? will not offer uniform levels of
\ 34;%%&:%// confidence across all functions.”
g @ sy
: ,///f;.;;:., “The correctness of the code
is rarely the weakest link.”

@czAST 2008 Jackson, D. (2009). Communications of the ACM, 52 (4)
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m [Internal Quality Is Often Overiooked

Problem—Customers struggle to state functional requirements.
They do not understand non-functional requirements.

“...a failure to satisfy a non-functional
Quality requirement can be critical, even
LAl catastrophic...non-functional requirements
PR are sometimes difficult to verify. We cannot
write a test case to verify a system’s
reliability...The ability to associate code to
non-functional properties can be a powerful
weapon in a software engineer’s arsenal.”

Diomidis Spinellis
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§¥ Languages

What:
When:

CMM, ITIL, PMBOK, Agile
1990-2005

Provide a more disciplined environment for
professional work incorporating best practices

What: Design methods, CASE tools
|When: 1980-1990
Why: Give developers better tools and aids for constructing

software systems

3'd & 4t generation languages, structured programming
1965-1980

Give developers greater power for expressing their
programs
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Preventing application level defects requires analysis of all the

Interactions between components of heterogeneous technologies
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m Application Quality vs. Code Quality
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Application Quality I

Application quality also measures
how well the individual
components work together to make
up the overall business system

Code Quality

Code quality is the measure of
individual components for
compliance with standards

and best practices in the
context of a specific language

Good code quality 7+ Good application quality
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B Uncontrolled Data Access
]

User Interface Tier Logic Tier Data Tier

— accesS

APPLICATION

Unauthorized data .
access paths @

100 Screens or pages, 2000 programs/classes 200 tables,
250 KLOC of JSP, ASP, ... 1000 KLOC of C, Java, ... 450 SQL programs

350 KLOCs of SQL
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i Performance Degradation
]

Functions used in WHERE clause

Objects instantiated in a loop

APPLICATION

Queries not using indexes

Table size multiplied by
10 in a month

Result =» Severe performance degradation
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APPLICATION
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User Interface Tier

________________
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Data Tier

Logic Tier

APPLICATION

APPLICATION

ANTI-PATTERNS are a:
» Source of non-functional defects and failures
* Leading indicator of operational performance
* Primary cost-driver in application work
« Key to analyzing software quality & productivity

g Anti-Patterns (Violations of Good Practice)
|

dC’ F

e@mimon

C
Weakness

E“Ul'l”\'lera‘ti'oﬂ

Top 25 vulnerabilites:
1. Cross-site scripting
2. SQL injection
3. Classic buffer overflow
e e o clC.
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Anti-patterns and Defects
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25 0.020 30 0.45
ol 25— "=
LL ‘\—»
+0.015 .
S % 20 } 0.40
@ ) \-/a\
5 20 0.010 © 15 e~y
S A\ @ 10 0.35
‘é B Anti-patterns \\ 10.005 4 5 B Anti-patterns
< @ Defects ] @ Defects
15 : T 0.000 0 y y y 0.30
App A App B App C R4 R5 R6 R7
Release
Same Application in a Bank Same Application in System Integrator
12 0.08 0.03 14
B Anti-patterns - 0.07 o
o : i
L 10 @ Defects ,/ 006 U 9 0.025 12 J=>
Qg . o 2 10
% ’ - 0.05 @ o 0.02 o
= | o Qo o
— L —t - 3 8
5 6 > 004 G ] =+
S - / @ Q 0.015 o
o w i AL u @
=z 002 T 3 0.01 4 <
= 2 - 0.01 < 0.005 B Anti-patterns o
0 ' ' 0 ’ @ Defects 2 9
5307 5701 511.0.7 0 - - - 0
AbD C Versi 3.2 3.3 3.4 3.6
pp L Versions App Versions

10
© CAST 2008



(110 N XS
First Annual Software Quality Report

Companies: 74
Applications: 288
108M Lines of Code (3.4 M Backfired Function Points)

Energy & Utilities Manufacturing
Financial Services Government
Insurance Telecommunication
IT & Business Consulting Software ISV
NET C/C++

Languages COBOL Oracle 4GL
Java EE ABAP
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m Finding 1: Higher Security Scores for COBOL
|

Distribution of Security Scores. Security scores by language.
4 T
60.0-7 '|'
35 \
3 .
a‘ 40.0- ?
S 25 -
L 500 )
(T | 0 ‘
| e |
— ] I
r—l—‘_l_r 1

1.00 1.50 2.00 2.50 - 3.00 3.50 4.00 NET C/C++ COBOL JavaEE Oracle
Security AGL

Technologies

Bimodal distribution of security scores indicate two types of apps

Apps with security scores are predominantly from Financial Services
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m Finding 2: Performance Lower in New Languages

Distribution of Performance Scores Performance scores by language

2507

20.09

15.0

Frequency

10.07]

507

3.4 1

3.2 1

2.8 1

]
Performance Scores
w

|—

2.6 1

2 T T T T
H NET C/IC++ COBOL JavaEE Oracle
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2.IDD 250 3.00 3.0 4.IIZII:I . 4GL
Technologies
Performance

Performance distribution is skewed towards higher scores in general
Newer technologies show lower performance scores



m Finding 3: Changeability Lower in Government

Changeability scores by industry

40.0 3.8 -
3.6 -
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Changeability Scores

Frequency
|

10.0
2 T T T

|

2.00 2.50 3.00 3.50 4.00
Changeability

Insurance
Telecom

Energy & Utilities
Financials

IT Consulting
Technology
Manufacturing
Government

Industry

- Applications in government sector show poor changeability

- Government sector outsources 75% of apps compared to 50% in

private sector.
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B Finding 4: Modularity Minimizes Effect of Size
]

COBOL Applications (TQI vs Size)

120
3.5
3.4 - ¢ . ]
. o 100 l
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o
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SNl -

Total Quality Index (TQI)
w
% of High Complex Objects
(o]
o

2.9 1 40

2.8 - T

2.7 1 20 -

26 - R? = 0.4533 o L= IJ:_I ‘ =

2.5 | | NET C/C++ COBOL JavaEE Oracle
10 100 1000 10000 4GL

Size - KLOC Technologies

Except in COBOL applications, size has no impact on quality
Modularity on the other hand seems to have direct impact on quality
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.' Finding 5: $1M of Technical Debt in Average Application

$16,000 -
$14,000 -

$12,000 - {

$10,000 -
$8,000 -

$6,000 -

Technical Debt ($/KLOC)

$4,000 -

$0

COBOL Oracle 4GL .NET Java EE C/C++
Technology

Technical Debts of $2.82 per line of code (across all
applications)
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m Business Value & Application Quality

| Business 4@ Tactical Objectives == Application
Value Maximize standards compliance Health Factors
Minimize business

Improve software readability \ TRANSFERABILITY
/ Reduce vendor lock-in “>
risks educe cost of ownership

- allows new teams to quickly
\\7 begin working with an application
\&’( Reduce injected defects \}Q

‘%\“’A Reduce application mistakes \y I\;& CHANGEABILITY

Minimize IT costs %\‘/“\vf Reduce application rewor "\\\\\‘,"7 s o shiplluniln sosto s
\/
4

\— X uicker to modi

\\\\‘\‘4 Ease team handoffs )"\\‘ duicker fo mocty
\\\’\‘\ Minimize liquidated damages V““"‘y\
Maximize business aximize application availabili ROBUSTNESS

/‘( M|n|m|ze degraded SeI’Vice VAV"I‘A“V improveS app“C&tion Stab|||ty &
LAY/

/> Y

- Q)
aglllty \ "‘ reduces injecting new defects
\:’:‘”QZ& Reduce learning curves / Q - :
\\

N
VD p
\\'A‘Q" N\ Reduce modification effort
PERFORMANCE
“ Reduces degraded response

a0 AN
Optimize _‘N_ork Z’A‘N\; Accelerate new function delivery
productivity N —
Y Z times and increases scalability

(‘\ Maximize application scalability
d

I'. \
///“‘\\\\ Maximize speed of response
S N Lo : _
Maximize /‘ Maximize information retrieval
= SECURITY

Minimize unwanted breaches
customer onalty ‘\ affects an application’s ability to

Maximize customer confidence prevent unauthorized intrusions
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Maximize information protection
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Deutsche Telecom Supplier Mgt.

e T-Systems Active Billing & Multimedia Solutions
— 120B call records & 1B invoices per year
— SAP, Siebel, apps that power www.tcom.de
* [Internal quality analysis 1 or 2 times per quarterly release
— Contractual penalties tied to quality metrics
— Aggregated metrics in executive dashboards

Dashboard

Deutsche —
m n mlsm .
lelekom

=
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=il
=)
=5
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=il
=)
=
1B
© .

acceniure [EITTTIITE

Parser Agent
.+« P - -Systems-
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m Consortium for IT Software Quality

CISQ

IT organizations, Outsourcers, Agencies, Experts

IT & AD Technical
Executives experts

CarnegieMellon Lﬁj ? 3 ;ﬁ

Software Engineering Institute e
1 A MHAGEMEMNT 1]
Define industry issues Create quality standard

Drive standards adoption =——_——- D c\/e|0p er certification

Buildappraiser program Integrate with standards
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m Initial CISQ Objectives

Raise international awareness of the critical
challenge of IT software quality

Develop standard, automatable measures and
anti-patterns for evaluating IT software quality

Promote global acceptance of the standard in
acquiring IT software and services

Develop an infrastructure of authorized
assessors and products using the standard

21
© CAST 2008



m CISQ Standards Process

Technical Work Groups

Function
Points
~ | Maintainability |—
-
Ciol —
Exec Reliability &
Forum Performance
Security
Methods for
Metrics Use
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wledge Discovery Meta-model
Structured Metrics Meta-model

ISO
Defined iiggg
Measures 57000
—
Best ISO

Practices | 15939

1ISO
Weaknesses | 1,799
& Violations | cvss

Pattern Metamodel

Knowledge Discovery Meta-model



CISQ Status ML) JcasrT

Automatable IFPUG-based Function Point standard draft
expected December 2010

Security and Maintainability draft metrics expected 1Q11

Reliability and Performance Efficiency draft metrics
expected 3Q11

2011 work will focus on preparing for the deployment of
standard metrics in industry
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m Finally, I1s About Engineering

1. Engineers build prototypes to clarify requirements
2. Engineers build analyzable models of architecture
3. Engineers measure product attributes

4. Engineers set thresholds from historical data

5. The 4" Wave is about engineering software
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